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Turk�sh Personal Data Protect�on Author�ty (“DP Author�ty) has publ�shed an announcement on measures to be taken to ensure
webs�te/mob�le appl�cat�on user secur�ty, on �ts webs�te on 15 February 2022 (“Announcement”). 

In th�s factsheet, we summar�ze the measures set forth �n the Announcement. 

 

 

Who �s concerned? What does the Announcement
say?

The Announcement �s related to all data controllers who
operate a webs�te and/or a mob�le appl�cat�on, and
whose systems have an account s�gn-�n/log-�n feature.

Implement�ng a two-factor authent�cat�on system and
offer�ng �t to users as an alternat�ve secur�ty measure �n the
course of reg�strat�on,    

Inform�ng users v�a e-ma�l/SMS etc. �n case of logg�ng to
the�r account by dev�ces other than dev�ces they usually log
�n,          

Protect�ng web/mob�le appl�cat�ons w�th HTTPS (Hypertext
Transfer Protocol Secure) or by a method that prov�des the
same level of secur�ty,

Us�ng safe and hash�ng algor�thms, ensur�ng the protect�on
of user passwords aga�nst cyber-attacks,  

L�m�t�ng the number of unsuccessful log-�n attempts by an IP
address,        

Inform�ng users on at least the last f�ve successful and
unsuccessful log-�n attempts,

Rem�nd�ng users not to use the same passwords on d�fferent
platforms,    

Prepar�ng a password pol�cy and ensur�ng that user
passwords are changed per�od�cally or rem�nd�ng users to
change the�r passwords per�od�cally,

Prevent�ng newly created passwords from be�ng the same
as old passwords (at least the last three passwords), us�ng
technolog�es such as secur�ty codes wh�ch d�st�ngu�sh
computer and human behav�ours (CAPTCHA, ask�ng four
bas�c ar�thmet�c operat�ons etc.), l�m�t�ng the IP addresses
wh�ch are author�sed to access,    

Ensur�ng the use of strong passwords for webs�te/mob�le
appl�cat�on's systems, w�th a m�n�mum of ten characters,
upper-lower case, number, and spec�al characters,  

If a th�rd-party software or serv�ce �s used to connect to the
webs�te/mob�le appl�cat�on's systems, perform�ng regular
secur�ty updates on such software and serv�ces, and
perform�ng necessary checks, etc.

The Announcement sets forth the techn�cal and organ�sat�onal
measures that should be taken by webs�te/mob�le appl�cat�on
operators.  These measures are as follows:

 

 

Key po�nts

Although the DP Author�ty states that
these measures are adv�sory, fa�lure to
comply w�th such adv�ce may result �n an
adm�n�strat�ve f�ne �n case of a data
breach.

Hence, we k�ndly adv�se data controllers
operat�ng webs�tes/mob�le appl�cat�ons
to take the measures set forth �n the
Announcement.
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Th�s note does not const�tute a legal adv�ce and has been prepared and sent only for �nformat�on purposes on 29 June 2022. Please contact us �f you w�sh to obta�n legal adv�ce on th�s matter.

 


